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Operational Overview

Guide Overview

The Remote Access Card provides multiple ways to configure, update, and operate servers remotely.
This Remote Access Card User Guide describes these features and how to use them with the browser-
based interface and RBSU.

The SMASH CLP is designed for users who prefer a non-graphical interface. The SMASH CLP chapter
describes the syntax and the ways to remote control server.

BMC Overview

BMC can remotely perform most functions that otherwise require a visit to servers at the data center,
computer room, or remote location. The following are just a few examples of using BMC features.

®  BMC Remote Console and virtual power enables you to view a stalled remote server with blue
screen conditions and restart the server without onsite assistance.

® BMC Virtual KVM technology provides a high-performance remote console that enables you to
remotely administer operating systems and applications in everyday situations.

® BMC virtual CD/DVD-ROM or floppy enables you to install an operating system or flash system
firmware over the network from images on your workstations or on centralized web servers.

® BMC actively participates in monitoring and maintaining server health, referred to as embedded
health BMC monitors temperatures in the server and sends corrective signals to the fans to
maintain proper server cooling. In addition to temperature monitoring, BMC provides fan status
monitoring.

Server management through IPMI version 2.0 compliant
applications

Server management through the IPMI is a standardized method for controlling and monitoring the
server. BMC provides server management based on the IPMI version 2.0 specification. The IPMI
specification defines a standardized interface for platform management. The IPMI specification
defines the following types of platform management:

®  Monitoring of system information, such as fans, temperatures

® Recovery capabilities, such as system resets and power on/off operations

® logging capabilities, for abnormal events such as over temperature readings or fan failures
[ ]

Inventory capabilities, such as identitying failed hardware components.

IPMI Messaging Interfaces

IPMI messaging interfaces will comply with IPMI v2.0, and supported interfaces include IPMI
Messaging interfaces, Keyboard Controller Style (KCS) interface and IPMI LAN interface. The KCS



interface provides a set of |/O mapped communications registers. The default system base address
for the I/O mapped KCS Interface is OxCA2 and is byte aligned at this system address. The KCS
interface is accessible to SMS software that is running on the local system. Examples of compatible
SMS software applications are as follows:

® [PMI version 2.0 Command Test Tool is a low-level MS-DOS command line tool that enables hex
formatted IPMI commands to be sent to an IPMI BMC that implements the KCS interface. You can
locate this tool on the Intel® website (http://www.intel.com/design/servers/ipmi/tools.htm).

® [PMI tool is a utility for managing and configuring devices that support the IPMI version 1.5 and
version 2.0 specifications and can be used in a Linux environment. You can locate this tool on
the IPMI tool website (http://ipmitool.sourceforge.net/index.html). Before using linux ipmitool via
system interface, please make sure installing Linux ipmi driver (Use the shell command “service
ipmi start”).

Sensors

The BMC provide environmental monitoring through IPMI sensors. Sensors will be described in the
SDR repository (IPMI v2.0, Chapter 33 SDR Repository) and can be accessed through the IPMI sensor
device commands (IPMI v2.0, Chapter 35 Sensor Device Commands).

System configuration can be discovered through exploration of the SDR repository. IPMI provides a
sixteen byte string identifier in each SDR. This ASCIl based string will need to be interpreted by
system management software. These tokens will be used in the SDR string identifier field and will
provide any distinction needed in addition to the other fields of the SDR.

External Event Generation

The BMC is configured to send its alerts to another event receiver in the system. See IPMIv2.0 Chapter
29 Event Commands for more information. All events commands which are mandatory for an event
generator are implemented in the BMC firmware.

LAN Messaging

The BMC will use on chip NIC to provide support for IPMI messaging over LAN. IPMI messages will
be sent as RMCP packets by on chip NIC, which will pass the messages to the BMC via on chip NIC
where the BMC will receive and respond to the messages. See the IPMIv2.0 specification Chapter 13
IPMI LAN Interface for more information. Four simultaneous LAN sessions will be supported. There is
no limitation on the number of concurrent sessions for a single user.

All mandatory IPMI LAN messaging commands are implemented in the BMC Core Firmware. Section
18.1 of this document contains the list of supported optional LAN messaging commands. RMCP+ is
supported under IPMI 2.0. This protocol enhancement conforms to the overall RMCP format.
Extensions allow for multiple payload types, enhanced authentication, and encryption. Details can be
found in IPMIv2.0 section 13.3 RMCP+.

IPMI Firmware supported optional encryption methods as below table (ID 0~14):


http://ipmitool.sourceforge.net/index.html�

Key:

S = authenticated session setup (correct role, username and password/key required to establish session)

A = authenticated payload data supported.

E = authentication and encrypted payload data supported.

Charac

D Cipher Authentication | Integrity Confidentiality
teristic .
s Suite Algorithm Algorithm(s) | Algorithm(s)
Ilr1o
0 passwor 88:' O0h, RAKP-none None None
dll

1 S 82)::' O0h, None None

2 S, A 82)::' OTh, None

3 |s,aE [Q1nOlh [ RAKPAMAC AES-CBC-128

01 SHAI HMAC-SHA1-

96

a4 |sae [0 XRC4-128

5 S,AE 8;:' Oth, xRC4-40

6 S 83:' O0h, None None

7 S, A 83:' 02h, None

8 S,AE 02::' 02h, AES-CBC-128

0l HMAC-MD5-

128

o s aE |20 XRCA4-128

10 |S,AE 85:' 02h, RAKP-HMAC-MD5 xRC4-40

11 S, A 8(2):' 03h, None

12 | S, A E 8?:' 03h, AES-CBC-128
MD5-128

13 | S, AE 85:' 03h, xRC4-128

14 |S,AE 02h, O3h, xRC4-40

03h




Platform Event Filtering (PEF) and Alert Policies

PEF (IPMIv2.0, Chapter 17 Platform Event Filtering) will be supported to allow alerting in response to
configured system events. On the HP MicroServer platform, the following event filters and alert
policies will be implemented by default. Any additional filters or alert policies desired by the user
must be configured using the Set PEF Configuration Parameters command discussed in Section 30.3
of the IPMIv2.0.

Firmware Firewall

The BMC supports firmware firewall which is an IPMI v2.0 optional capability that is supported on all
BMC implementations. Details can be found in the IPMI v2.0 specification Chapter 21.

Browser inte I’lr'O ce overview

The BMC browser interface groups similar tasks for easy navigation and workflow. These tasks are
organized under high-level tabs across the top of the BMC interface. These tabs are always visible
and include Option, Properties, Configuration, Sessions, Update, Utilities, Power control, Thermal,
System event log, VKVM&VMedia. Each high-level BMC tab has a menu on the left side of the
interface with various options. This menu changes every time you select a different high-level tab,
displaying the options available from that tab. Each menu option displays a page title, which is a
description of the information or settings available on that page. This page title might not reflect the
name displayed on the menu option. Assistance for all BMC pages is available from BMC Help. Links
on each BMC page provide summary information about the features of BMC and helpful information
to optimize its operation. To access page specific help, click the help link (Help) on the top and right
side of the browser window.

Supported browsers and client operating systems

®  Microsoft® Internet Explorer 8

Microsoft® Internet Explorer 7

Microsoft® Internet Explorer 6

Firefox 3.x

Firefox 2.0

The web server support both HTTP and HTTPS protocols

Supported server operating system software

BMC is an independent microprocessor running an embedded operating system. The architecture
ensures that the majority of BMC functionality is available, regardless of the host operating system.



BMC SETUP

Quick setup

To quickly setup BMC using the default settings for BMC features, follow the steps below:

1. Prepare the hardware installation — Refer to the MicroServer Remote Access Card Installation
Instructions for detail

2. If you are not using dynamic IP addressing, use the BIOS RBSU to configure a static IP address
(“Configuring the IP address”).

3. Methods for Log in: Users can either:
Log into BMC from a supported browser (“Logging in to BMC Web for the first time”).
or

Log info SMCLP via a SSH client. (“Logging in to BMC SMCILP for the first time”)

Preparing to setup BMC

Before setfting up your BMC, you must install Remote Access Card and remove VGA cable from
embedded VGA connector to VGA connector on the Remote Access Card. Since the server will export
VGA signal via the VGA connector on this card automatically when the Remote Access Card is
plugged (BIOS default setting).

To reinstall the Remote Access Card

1. Open the chassis and remove the system tray out of the chassis.

2. Lift the Remote Access Card to release it from the connector (1).

3. Put the card into an anti-statistic bag.



4. Install a new Remote Access Card:

*  Align the card with the system PCIE slot

*  Press the card down to ensure the full connection with the board.

5. Follow the steps of installing the system tray.

6. Connect the VGA cable to the VGA port on the Remote Access Card.

Configuration 1
With IPMI card

Configuration 2
Without IPMI card

7. Power on the server, it will have BMC functions.

Configuring the IP address

The management processor acquires an IP address and subnet mask using either a dynamic or static

process. When using dynamic IP address, your DHCP server will automatically assign an IP address

for BMC.

Obtain the DHCP IP address, using Rom-Based Setup Utility with the following procedures:

10



1. Power on the server by pressing the Power on/Off button on the front panel

2. When POST prompts the message “press F10 for Rom-based setup Utility”, press the F10 key, the
main screen of the BIOS Setup Utility appears
ROM-BASED SETUP UTILITY

Systen Time

3. Press the right arrow (—) key to navigate to the”Advanced” menu.

4. Press the down arrow (| ) key to scroll to”IPMI Configuration”. Press the “Enter” key.
ROM-BASED SETUP UTILITY

5. Press the down arrow (1) key to scroll the”Set LAN Configuration” menu. Press the “Enter” key.

11



ROM-BASED SETUP UTILITY

» SEL Configuration

6. Set the “BMC LAN Configuration” to “DHCP”
7. Press the F10 key to save and exit RBSU

ROM-BASED SETUP UTILITY

BMC LAN Configuration [DHCP]1

To configure a static IP address, use the RBSU with the following procedure to disable DHCP and
configure the IP address and the subnet mask:

1.
2.

N o o~ ®

Power on the server by pressing the Power on/Off button on the front panel

When POST prompts the message “press F10 for Rom-based setup Utility”, press the F10 key, the
main screen of the BIOS Setup Utility appears

Press the right arrow (—) key to navigate to the”Advanced” menu.

Press the down arrow (1) key to scroll to”IPMI Configuration”. Press the Enter key.

Press the down arrow ( | ) key to scroll the”Set LAN Configuration” menu. Press the Enter key.
On “BMC LAN Configuration”, select “static”

Press the down arrow ( | ) key to scroll down and enter a valid IP address, subnet mask, and
gateway address (press period (.) key to move between address fields).

12



8. Press the F10 key to save and exit RBSU.

9. With IP address, use SSH to log in to the remote management CLP, or use a web browser to
access the HTML interface.

Llogging in to BMC Web for the first time

BMC is configured with a default user name and password.

1. BMC is connected to the network through a NIC port (RJ45) on the Remote Access Card. If you
want to access BMC via LAN, you need to connect the BMC LAN port and the switch via a
network cable.

Client PCs

BMC NIC
Port

Corporate
Network

Hub/Switch
s [ @G

il

BMcNIC L
Paort

oo

Management Client

2. Get “BMC LAN configuration” from the RBSU
ROM-BASED SETUP UTILITY

BHC LAN Configuration [DHCP]1

3. Use these values to access BMC remotely from a network client using a standard Web browser
via the IP address of BMC.

13



{2 HP ProLiant MicroServer Management Software - Windows Internet Explorer il o [m] 3
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) 1 FroLiant MicroServer Management Software
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For security reasons, HP recommends changing the default settings after logging in to BMC for the
first time.

The default values are:
e User name—admin
* Password—password

After input the default user name and password and click “sign in”, then you will log it successfully.

[EEP Proliant NicroServer Nanagement Software — Nicrosoft Internet Explorer Ex

y o 5
B bt /710, 141,40, 168 b, hial w4 | I

% &

@ ¥ ProLisnt WiersServer Nansgenend Software [ I

e Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card W:|E.:;“e af,ﬁi“mﬁi,.igi:;{:n

B HP ProLiant MicroServer

Remote Access Card Properties

Properties
E Configuration w
Network
Network Security
Secunty
Users
Services |Fimere Version 12 |
PmI
Sessions
Update
Utilities
B Server Information
E Power
Control
E Thermal
Fan
Temperatures
System Event Log
B Event Management
Platform Events
Trap Settings
Email Settings

Information

VKVM & vMedia

Llogging in to BMC SMCLP for the first time

1. Get BMC IP address first as last section.



3.

ROM-BASED SETUP UTILITY

BMC LAN Configuration [DHEP]

User SSH client to connect the BMC via the IP address. Enter the “Host Name” (IP address), and

the “User Name” (such as admin).Then click the “Connect” button.

= - default - SSH Secure Shell
Eile Edit Wiew Window Help

H SR =85 Ree s 8 s @

£l Quick Conmect L1 Profiles |

S8H Jecure Shell 3.2.9 (Build 283)
Cop¥right (c) Z2000-2003 55H Communications Security Corp - htop: /A www. ssh. coms

This copy of J

ReEReil Connect to Remote Host

B a Host Name: [10.141.40.183 Connect |

- adrin
User MName: I Cancel I

Port Humber: |22

Authentication Method: I<F'rofi|e Settingsy = I

Mot comnected - press Enter or Space tooor | B24 ] o |
=

If connect OK, it will prompt “Enter Password”. And enter the password.
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10.141.40.159 - default - SSH Secure Shell
File BEdit Wiew Window Help

H SRS B e M8 % @
£ Quick Connect L1 Profiles |

S8H Secure Shell 3.2.9 (Build =283)
Cop¥right (o) 2000-2Z003 33H Communications Security Corp - http: /Somw. 3sh. com s

Thi=s copy of 33H Zecure 3hell i= a non-commercial wersion.
This wersion does not include PEI and PECS #11 functionality.

. Enter Password X
Pazsword: |
Cancel I
Connecting to 10.141.40,159. .. [ eoxz4 | A [ 4

4. Then it will login the CLP console.

@ 10.141.40.159 - default - SSH Secure Shell
|| BEile Edit wiew Window Help

B Sl 08 o M S0 % S
”E]Quick Conmect 1 Profiles |

55H Secure Shell 3.2.9 (Build 283)
Copyright (c) Z000-2003 35H Communicartions Securicy Corp - htop: //svww. ssh. com/

This copy of 55H Secure Shell is a non-commercial version.
Thisg wersgion does not include PEI and PECE #11 functionalitcy.

saduinl-> i

Connected to 10.141.40.159 |SSHZ - aes128-che - hmac-mds - | 80x24 Bl T 4
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Contiguring BMC

BMC Firmware Update User Guide

There are two methods to update BMC firmware.

*  Update via Web Ul

This method just can be used when old BMC firmware work normally and its Web Ul can be login.
*  Update under DOS mode

When BMC firmware crashes, you need to use this method to update BMC firmware.

Update BMC Firmware via Web Ul

1. Llog in the BMC Web, and you can update BMC firmware via “Update” web page.
{fHP ProLiant MicroServer Management Software - Windows Internet Explorer 1ol x|

@;:.v I@http:ﬁlﬂ.141AD.1EEIir\dax.htm\ Ell & [#2 [ x[ ive search ol

<7 Favarites

) HP ProLiant MicroServer Management Software

Support Help About Logout
Welcome admin (Administrator)

@ HP ProLiant MicroServer Remote Access Card

= HP Proliant MicroServer
Remote Access Card Update

Properties

= Configuration
Network
Network Security
Security
Users Upload
Services
SESS‘LD:QI @ Select an image file and click upload. The upload process will terminate all other sessions
o including viKWM.
Update
Utilities Adter the upload process is started. any attempt to refresh, logout or navigate away from the
B Server Information update page will restart the HP ProLiant MicroSener Remote Access Card.
B Power
Control
B Thermal IE‘I;?h Browse.. Upload

Fan
Temperatures
System Event Log
B Event Management
Platform Events
Trap Settings
Email Settings
vKVM & vMedia

Y T Fa~ [Risw -

2. Click “Browse” button, select BMC firmware (Phrixus.bmc.xxxxxxxx), and click “Open” button.



I,C' Live Search

Look e [ 7 web GUI E o® > E

W1 BMC P Update.doc
2] BMe_noz32010.txt

Remote Access Card.

File name:

] =l Open
| e 1 Browse..

Files of type [0 Files 71

rarl
Temperatures

System Event Log

B Event Management
Platform Events
Trap Settings
Email Settings

VKVM & vMedia

all.1.2.bin Support Help Aboul
Welcome admin (Adm

icess will terminate all other sessions

fresh, logout or navigate away from the

Upload

[T T 3 @ memet [Fa - [®s= -

3. Then click “Upload” button then click “OK” to upload firmware

IP ProLiant MicroServer Management Software - Windows Internet Explorer

g\ [ Live Search

GE} - I@ http:§/10.141.40. 186findex. htm =iked @

¢ Favorites (/) HP ProLisnt MicroServer Management Software

- - Support Help About
@ HP ProLiant MicroServer Remote Access Card \Welcome admin (Adm
Update
=l
File Path |\\1B.141.48.28\publ|c\BacKup 23server\products\BMCI\SMB'20100%:  Browse Upload I
Firmware Image
Upload is completed. Please click ‘Update’ to proceed firmware update or click ‘Cancel to terminate the update.
System will be rebooted after Update/Cancel process.
-
[l
[pone [T T T T [3 e mnternet T3 - [®mi5% - g

4. Update is running.
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HP Proliant MicroServer Management Software -

@?‘/ < [0 fep 110141 40,186 e e

indows Internet Explorer

.- Favarites

Ell &l #)| % [ 2 Live search
@ HP PraLiant MicroServer Management Software

@ HP ProLiant MicroServer Remote Access Card

Support

Update

File Path

I'-‘-1D 141 48 28\public\Backup 23senveriproducts\BMCISMBI201009: = Browse. Upload I
Firmware Image

Current Version New Version Preserve Configuration
18 1.2

Status
=

10% Completed

Help About
Welcome admin {Administrator)

Updating the image, please wait. Leaving this page will not stop firmware update progress.

[T T T [ e [ miemet
5. Update is finished.

Logout

{Z WP ProLiant MicroServer Management Software - Windows Internet Explorer

6;‘/ w @B tiep:s10,141.40. 186 index b

< Favarites

=l
Sa v [ W5 -

@ Select an image file and click upload. The upload process will terminate all other sessions including ViKW

After the upload process is started, any attempt to refresh, logout or navigate away from the update page will restart the HP
ProLiant MicroServer Remote Access Card.

File Path

I\\10.141 .48.28\public\Backup 23server\products\BMCISMB1201009:  Browse Upload |
Firmware Image

Current Version New Version Preserve Configuration
11 it

Status
Iv

100% Completed

HP ProLiant MicroServer Remote Access Card Firmware Image has been updated successfully.
The HP ProLiant MicroServer Remote Access Card has been reset. You will not be able to access the HP ProLiant MicroServer Remote

Access Card with this browser session.
Please wait and reconnect to the HP ProLiant MicroServer Remote Access Card using new browser session.
\

[ [ [ 3 @mm
6.

_{of x|
NS I): Live Search P~
) HP Proliant MicraServer Management Software
: . S ot Help Ab Logout
@ HP ProLiant MicroServer Remote Access Card R ﬁi"m'{‘,mlms”' =
Update

rator)

“h v | ®m0s%

-
Connect the Web Ul again to check the current BMC firmware version.
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£ZHP ProLiant MicroServer Management Software - Windows Internet Explorer =] S
P
@. J = [0 htepii10.141 40,186 e bt Ell &l [$2 1 %] Live search £~
o Favorites () HP FroLiant MicraServer Management Software
5 Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card Wer e e st
HP ProLizn: f
R Properties
Information
[Firmuare Version 2 |
Tempersturas
System Event Log
=
Email Settings
VIOVM B vMedia
Done | [ [V € mternet [Fa - [®R7oe ~ 4

Update BMC Firmware under DOS mode

1. Prepare a bootable USB flash drive or hard drive

2. Copy the update.bat, socflash.exe, DOS4GW.EXE and the BMC firmware image (all.xxx.bin) to

the USB flash drive or hard drive. Make sure they are in the same folder/directory.

El ¥irtual K¥M Session - 10.141.43.114
File View Macros Tools Help

C:\DOS>dir
Uolume in drive C is FREEDOS
Uolume Serial Number is 2322-16F8

Directory of C:\DO3

<DIR> B7-14-18

<DIR> B7-14-18
BIN 13,246,464 B7-82-18
EXE 265,396 BZ-12-18
TXT 246 B5-Z6-18
EXE 255,748 B6-18-18
BAT 183 @v-62-18
5 file(s) 13,767,957 bytes
Z dir(s) 912,228,352 bytes

[angy
Ul [ WO U W

=18lx|

3. Boot the system to DOS, and run update.bat under DOS.
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@ ¥irtual K¥M Session - 10.141.43.114

File View Macros Tools Help

\DOS>
N\DOS>
N\DOS>
NDOS>
N\DOS>
N\DOS>
N\DOS>
N\DO3>
ADOS>dir

Uolume in drive C

Directory of C:\DO

is FREEDOS
Uolume Serial Number is 2322-16F8

3

<DIR>
<DIR>

BIN 13,246,464

EXE
TXT
EXE
BAT
5 file(s)
2 dir(s)

:\DOS>update .bat_

265,396
246
255,748
183

B7-14-18
B?7-14-18
B7?-8z2-18
BzZ-12-18
B5-26-18
B6-16-18
B?-82-18

11:
b

13,767,957 bytes
912,228,352 bytes

4. Update is running....

@ ¥irtual K¥M Session - 10.141.43.114

File View Macros Tools Help

NDOS>dir
Uolume in drive C

is FREEDOS
Uolume Serial Number is 2322-16F8

Directory of C:\DO3

BIN 13,

EXE
TXT
EXE
BAT
5 file(s)
Z dir(s)

‘\NDOS>update.bat

<DIR>
<DIR>
246,464
265,396
246
255,748
183

B?7-14-18
B?7-14-18
B7?-8z2-18
BzZ-12-18
B5-26-18
B6-18-18
B?-82-18

11
5

13,767,957 bytes
912,228,352 bytes

125p
125p
:B5p
:3Ba
:B4p
:3Ba
153p

free

:\DOS>rem Phrixus iBMC FU Update Utility

:NDD3>socf lash if=alll1™1.bin gpio_b=c48 gpio_f=c41
D0S-/4GH Protected Mode Run-time

opyright (c) Rational Systems, Inc.
ASPEED S0C Flash Utility v.1.83.82

Uersion 1.97
1998-1994

5. Update is finished.
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58] virtual K¥M Session - 10.141.43.114 _ o =] ]
File View Macros Tools Help

5 file(s)
2 dir(s)

C:\DOS>update.bat
C:\DOS>rem Phrixus iBMC FW Update Utility

C:\DOS>socflash if=all11™1.bin gpio_b=c48 gpio_f=c41
D0S/4GU Protected Mode Run-time Uersion 1.97
Copyright (c) Rational 3Systems, Inc. 1998-1994
ASPEED SOC Flash Utility v.1.83.82

[Static Memory Controller Information:

C38 Flash Type is SPI
C31 Flash Type is NOR
5P1I

[SOCFLASH] Flash ID : 1781

[Find Flash Chip #1: SpansionSZ5FL128P
Update Flash Chip #1 0.K.

Update Flash Chip O.K.

Connect the Web Ul to check the current BMC firmware version.

{2 EP Proliant NicroServer Nanagement Software - Nicrosoft Internet Explorer

@ ~ €] hetp:f/10. 141, 40. 188/ index. htnl

U | @ P ProLiant MicroServer Managsment Softwars

Support Help About Logout
Welcome admin (Administrator)

@ HP ProLiant MicroServer Remote Access Card

= HP ProLiant MicroServer .
Remote Access Card Properties

Properties
B Configuration
Network
Network Security =
SR Information
Users
Services IF\rmware Version 12 I
IPMI
Sessions
Update
Utilities
= Server Information
B Power
Control
= Thermal
Fan

Temperatures
System Event Log
E Event Management
Platform Events
Trap Settings
Email Settings
VKVM & vMedia

Update Firmware under Windows

Copy the "socflash.exe", "update.bat", the BMC firmware image (all.xxx.bin) and corresponding

1.

driver(x86 and x64) into the same directory under Windows.
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[N o/

i@( M » Computer + USB (E:)  Windows v m'seardﬂﬂﬁndows 7
Organize *  Sharewith »  New folder = v _|J IQ
Mot 2| e Mol |Type e | |
4 Dowrloads
. 64 TSR Flefoder
X86 7512011 3:17PM Fie folder
 livaies Jal12bin D050 BNNFk 12,8518
4 Documents | badkup.bin 4102011 12:47PM  BINFle 1KB
o Music | Reatie 69/ 304PM  TextDocument 1K
apmm 1 socfesh 6/18/2010 1140 AM  Applcaton 15266
Videos
% Update 7512011 3:17PM Windows Batch Fil 1KB
1K Computer

2. Click update.bat to update firmware.

E:=“Windows>update
E:-“Windows>rem Phrixus iBMC FUW Update Utility Rev 1.8
E “Windows »socf lash of =hackup.bin of fset=0x24888 backupcount=8x18 gpic_b=c48 gpi]

_f=c
RSPEED S0C Flash Utility v.1.83.82
Found ASPEED Device 1aB3:2880 rev. 18
Static Memory Controller Information:
C58 Flazh Type is SFPI
C51 Flaszh Type iz NOR
82 Flash Type is SPI
Boot C8 is 2
Option Information:
S: 2

Flash Type: 1

[SOCFLASH] Flash ID = 1781

Find Flash Chip #1: SpansionS25FL128P
Backup Flash Chip 0.K.

E=“Windows>socflash if=all.1.2.bin gpio_bh=c48 gpio_f=c4l
ASPEED SOC Flash Utility w.1.83.82

Found ASPEED Device 1a@3:2888 rev. 18

Static Memory antroller Information:

Option Information:
CS:= 2
Flazh Type: SPI

ID

17681
Span»lonSZSFLiZSP
WUrite Flaoh Ch1p ﬂi at: cHB@B@

3. Connect the Web Ul to check the current BMC firmware version.
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{2 EP Proliant NicroServer Nanagement Software - Nicrosoft Internet Explorer

@a v | &) heep://10. 141,40, 165/ index. hinl 3[4 |[x 3k

w r.'ﬁ? | @ Peotiant Wi croSurver Managenent Sutnars Ii‘

i # Si Help Ab L«
QD HP ProLiant MicroServer Remote Access Card ERE Ll il oL

Welcome admin (Administrator)

= HP ProLiant MicroServer .
Remote Access Card Properties
Properties
B Configuration
Network

Network Security

SR Information
Users
Services | Firmware Version 12 I

IPMI
Sessions
Update
Utilities
= Server Information
B Power
Control
= Thermal
Fan
Temperatures
System Event Log
B Event Management
Platform Events
Trap Settings
Email Settings
VKVM & vMedia

Update Firmware under Linux

1. Copy the BMC firmware image (all.xxx.bin) and all files in “Linux” folder (socflash/Linux) into the
same directory under Linux

@ Applications Places System € 31srM &

=]
Ble Edit View Places Help

all.1.1.bin Readme txt socflash socflash.sh

=

socflash_elorm.sh socflash_s58.sh socflash_x64 update sh

vssverscc

|ELinux ¥ | 9 items, Free space: 41 8 GB

[@] [ B Linux =

2. Click “update.bat” under Linux and then click “Run in Terminal”
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@ Appiications  Places  System 3 318 M &b

» = g

Hle Edit View Places Help

Computer Linux

E D L

all.1.1.bin Readme txt socflash socflash.sh
root's Home

Do you want to run "update.sh”,
or display its contents?

"update_sh” is an executable text file

| Run in Terminal ‘ \ Display \ | Xcancel | I

B Linux ¥ | “update sh* selected (63 bytes)

[@] [ tnux

3. Update is running.....

@ Applications  Places System Q&
Terminal

File Edit View Terminal Tabs Help

ASPEED 50C Flash Utility v.1.83.82 =
Find ASPEED Device 1a03:2000 on 2:0.0

Relacate I0 Base: e800
MMIO Virtual Address: b7ed3880

Static Memory Controller Information:

Cse Flash Type is SPI socflash socflash.sh

CS1 Flash Type is NOR
€S2 Flash Type is SPI 5

Boot €S is 2

option Information: Lt i

cs: 2 =

Flash Type: SPI

[SOCFLASH] Flash ID : 1701

Find Flash Chip #1: SpansionS25FL128P
Jrite Flash chip #1 at: deeee

[@] [ unux & Terminal J

4. Connect the Web Ul to check the current BMC firmware version.



{2 EP Proliant NicroServer Nanagement Software - Nicrosoft Internet Explorer

@.\» 3~ ‘é http: /10014140 188/ index html

v & l@}w ProLiant MicroServer Management Software li‘

i # Si Help Ab L«
@ HP ProLiant MicroServer Remote Access Card ERE Ll il oL

Welcome admin (Administrator)

= HP ProLiant MicroServer i
Remote Access Card Properties

Properties

B
Network

Network Security
Security
Users
Services IFmﬂware Version 1.2 I
IPMI
Sessions
Update
Utilities
= Server Information
B Power
Control
= Thermal
Fan
Temperatures
System Event Log
B Event Management
Platform Events

Information

Trap Settings
Email Settings
VKVM & vMedia

User account cmd access

The Server supports three accounts types: User, Administrator and Operator. Different account types
have different levels of permissions to view and control features. Administrator User Account is a user
privilege that allows you to add, modify, and delete local BMC user accounts. It also allows you to
alter privileges for all users, including granting all permissions to yourself. Without this privilege, you
can only view your own settings and changes your own password.

The default privilege of the account is administrator, so we recommend changing the default settings
after logging in to BMC for the first time from security viewpoint.

The default user name and password:
® User name—admin
® Password—password

For more information on how to change a user, please refer to configuration chapter about changing
user settings through a web browser.

Encryption

BMC provides enhanced security for remote management in distributed IT environments. Web
browser data is protected by SSL encryption. SSL encryption of HTTP data ensures that the data is
secure as it is transmitted across the network.

For more information about the BMC firmware supported optional encryption methods, please see
description on chapter “BMC Overview “.

26



Using Remote Access Card

Using BMC Web Ul

Browser main menu options

Using a web browser, you can access all of the links to do remote control

Title ltem Options Description
Properties / Get current firmware version of
P Remote Access Card
Network Enable to view and modify
network settings for BMC
Network Security Include four fields to allow view
or set the network security
values
Security Enable to create a certificate
Configuration request and import a certificate
HP Proliant to support SSL connections.
MicroServer . . .
Users Displays all user information
Remote Access
and add a new user
Card
Services Web Server configuration
IPMI IPMI Over LAN setting
Sessions / View or kill active sessions
Update / Update firmware version of
Remote Access Card
/ Provide utility on web browser
Utilities to reboot Remote Access Card
and load factory default value
Control Accesses system power to perform
Power .
power control operation
Fan Provide the monitoring of the
fan status
Thermal
Server Temperature Provide the monitoring of the
Information Temperature sensor status
System Event log | / Provide the system event log
Platform Events provides a mechanism for
Event L .
configuring the BMC to taking
Management .
selected actions on event
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messages that it receives

Trap Settings

Enables you to specify
destination addresses, and
enable/disable SNMP alerts

Email Settings

Allows to enable email alert and
specify email address to receive
alert message

Virtual KVM & /
Virtual Media

Accesses virtual media or the
remote graphic console

Properties

This section provides current Firmware Version.

/2 HP Proliant NicroServer Nanagement Software — Nicrosoft Internet Explorer

@.- ‘g, http://10. 141 40. 168/ index. htnl | 4| X

w R [@m’ ProLiznt MicreServer Management Software ] |

@ HP ProLiant MicroServer Remote Access Card

= HP ProLiant MicroServer
Remote Access Card
Properties

Properties

Support Help About Legout
Welcome admin (Administrator)

= Configuration
Network
Network Security =
R Information
Users
Services Iquwave Version 1.2 I

IPMI
Sessions
Update
Utilities
B Server Information
= Power
Control
® Thermal
Fan
Temperatures
System Event Log
= Event Management
Platform Events

Trap Settings
Email Settings
VKVM & vMedia

Configuration

The drop-down list of configuration page consists of six different categories: Network, Network
Security, Security, Users, Services and IPMI. You can click help link on each page to get the purpose

of every field

Network

The Network Settings enable you to view and modify network settings for BMC. Only users with
Administrator or Operator privilege level can change these settings. Users that do not have these

privileges can view the assigned settings.

Network Settings

The Network page displays the NIC setting, Common settings about DNS, IPV4/IPV6 settings and
VLAN setting. From the Network screen, you can configure network environment for servers by IPV4
setting or IPV6 settings. All users can view the network settings, but only users with the settings
privilege can change these settings. To access network page, click configuration->network. The
network page appears with the following five tabs information and settings:
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Network Interface Card Settings

{2 EP Proliant NicroServer Nanagement Software — Nicrosoft Internet Ezplorer

|

\g http:f/10. 141. 40, 168/ index. htnl

v 4| X

B

@ HP ProLiant MicroServer Remote Access Card

B HP ProLiant MicroServer
Remote Access Card
Properties
B Configuration
Network
Network Security
Secunty
Users
Services
PMI
Sessions
Update
Utilities
= Server Information
= Power
Control
E Thermal

Fan

Temperatures

System Event Log

B Event Management
Platform Events
Trap Settings
Email Settings

VKVM & vMedia

NIC Selection enables to select which LAN port to use. The default value is “dedicated”.

o I@}n’ e s e pe e l ‘

Network

and require a refresh

Network Interface Card Settings

o

@ Changes ta the NIC IP address settings will clase all user sessions and require IP address settings All other changes
will require the MIC ta be reset. which may cause a brisf loss in connectivity. Changes may not take affect immediately

Support Help

About

Welcome admin (Administrator)

Logout

NIC Selection Dedicated v

MAC Address 98:4B:E1:08:9F 43

Auto Negotiation @on Qof

Network Speed 100 Mk 10 M

Duplex Mode Full Half
Common Settings

Enable Dynamic DNS L

Use DHCP for DNS Domain Name L §

NMS Nomain Mama

® MAC Address identifies this unique device on the network

® Auto Negotiation toggles on/off the auto negotiation of the connection speed and duplex mode.
This is only applies if it is in dedicated NIC mode.

® Network Speed enables to set the network speed to 10Mb or T00Mb to match your network

seftings.

® Duplex Mode enables you to set the duplex mode to full or half to match your network settings.

® Common Settings

enabled.

Enable Dynamic DNS allows registering the Proliant MicroServer address with the DNS when

Host Name- when registering the Proliant Micro Server with the DNS. The character set is a-z, A-

Z, 0~9, underscore (_) and dash (-), using between O and 64 characters and no white space, if
unspecified, the default name is MergePoint-EMS.

the DNS Domain name.

Use DHCP to obtain DNS Domain Name can be used to enable or disable the DHCP to acquire
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IPV4 Settings

(2 EP ProLiant NicroServer Eanagement Software - Kicrosoft Internet Ezplorer

CBR

/o[ B

@\k j \g bttp://10. 141.40. 166/index. hinl

* &

@1 Prolimt WcroServer Nlaagenent Softrere [ ‘

Supoort Help About Logout

@ HP ProLiant MicroServer Remote Access Card

E HP ProLiant MicroServer
Remote Access Card
Properties.
E Configuration

Network
Network Security
Security =
Users IPv4 Settings
Services
PMI
Sessions Enabled
Update Use DHCP
Utilities
= server nfomatin P adess EEN
B Power
Contrl St sk Pz |
Fan
Temperatures Use DHCP to obtain DNS server addresses O
SR o000 |
& Event Management e S el
By Altemate DNS Sener 0000 7
Trap Settings
Email Settings
VKVM & vMedia IPv6 Settings
Enabled [J

Network

Welcome admin (Administrator)

A

Auto Configuration

® Use DHCP: DHCP Server is the IP address of the DHCP server. This field cannot be assigned. It is
received from DHCP if DHCP is enabled.

®  Subnet Mask: Use the subnet mask parameter to identify the subnet mask for the IPMI Port.

® [P Address is the BMC IP address. Use this parameter to assign a static IP address to BMC on
your network. By default, the IP address is assigned by DHCP

® Gateway displays the IP address of the network gateway. If DHCP is in use, the Gateway s
automatically supplied. If not, enter the network gateway address.

IPV6 Settings

{2 P Proliant NicroServer Nanagement Software - Nicrosoft Internet Explorer

@\-/ * ‘E‘lm.y /10,141, 40, 168/ ndex. htnl
* & l@m Broliant NiceServer Nanagenent Softwars [7‘
f . Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card Welcome admin (dministaton)
B HP Proliant MicroServer
Remote Access Card
Properties
B Configuration Apply Changes w
Network
Network Security &
Security IPv6 Settings i
Users
Services
PMI Enabled 0
Sessions
Update Auto Configuration
Utilities P Address 1
E Server Information
= Power Prefix Length ‘
Control
% Thorma F Gatnay L
Fan Link Local Address
Temperatures. 1P Address 2
System Event Log
= Event Management Use DHCP to obtain DNS serer addresses
raomcens [ E—
Trap Settings
Email Settings Altenate DNS Server
VKVM & vMedia
VLAN Settings g
|Enatle VLA D i | &

The following options are available to configure IPvé environment

® Auto Configuration: Lets the server administrator to obtain the IPV6 address from the DHCP

server



® [P Address 1: The information will be appeared if checked auto-configuration. When auto-
configuration is disabled, the IP address needs to be entered by manually.

® [P Gateway: Specifies the gateway for the Proliant MicroServer NIC. To change this setting, you
must first uncheck the auto configuration checkbox.

Link Local Address: Specifies the IPv6 address for the Proliant MicroServer NIC

® [P Address 2: Specifies the additional IPv6 address for the Proliant MicroServer NIC if one is
available.

® Use DHCP to obtain DNS Server address: Obtain the DNS server name (such as www.hp.com)
from DHCP IPV6 Sever when DHCP and DNS of the server are configured properly.

® Preferred DNS Sever: Manually configures the IP address of the preferred DNS server. To
change this setting, you must first disable the option that uses DHCP to obtain DNS Sever
address.

®  Alternate DNS Sever: Manually configures the IP address of the alternate DNS server. To change
this setting, you must first disable the option that uses DHCP to obtain DNS Sever address.

VLAN setting

Configuration options have been added to support IEEE 802.1q VLAN (virtual LAN) headers for IPMI
over IP sessions on IEEE 802.3 Ethernet. VLAN works with VLAN-aware routers and switches to allow
a physical network to be partitioned into ‘virtual’ networks where a group of devices on different
physical LAN segments which can communicate with each other as if they were all on the same
physical LAN segment. This can be used to isolate classes of network membership at the Ethernet
Packet level rather than at the IP level, as might be done with a router. This can be used to set up a
‘management VLAN' where only devices that are members of that VLAN will receive packets related

to management, and, conversely, will be isolated from the need to process network traffic for other
VLANSs.

Enable VLAN ID: If enabled, only matched virtual LAN (VLAN) ID traffic will be accepted.

VLAN ID: VLAN ID field of 802.1g fields. Enter a valid value for VLAN ID (must be a number from 1
to 4094).

Priority: Priority field of 802.1g fields. Enter a number from O to 7 to set the priority of the VLAN ID.

EEX

Support Help About Logout
Welcome admin (Administrator)

@ HP ProLiant MicroServer Remote Access Card

= HP Proliant MicroServer
Remote Access Card Network
Properties
Network
Network Security =
Frzlisg IPv6 Settings
Users
Services
PML Enabled ]
Sessions
Update
Utilities IP Address 1 | |
5 Server Information _—
= Power Prefix Length |

Auto Configuration

Control —_—

= Thermal % Gy ‘ ]
Fan Link Local Address
Temperatures 1P Address 2

System Event Log

BN et Use DHCP to obtain DNS ssrver addresses
Platform Events e PR A | |
Trap Settings I
Email Settings Alternate DNS Server | ]

VKVM & vMedia

VLAN Settings

Enable VLAN ID ]

VLAN ID

= [ \ v
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Network Security

This page includes four fields for network security values. If you have the Administrator or Operator
privilege level, you can modify the values and click the apply changes button to execute the change.
The new values are available to the firewall immediately, but may not be utilized until the next

security event occurs.

® |P Blocking enabled: Enables/disables the IP address blocking feature, which limits the number of

failed login attempts from specific IP address for a pre-selected time span.

® [P Blocking Fail Count: Sets the number of login failures attempted from an IP address before the

login attempts are rejected. The range is 2 to 16.

® |P Blocking Fail Window: Determines the time span (in seconds) that IP Blocking Fail Count
failure must occur to trigger the IP Blocking Penalty Time. The range is 10 to 65535 seconds.

® [P Blocking Penalty Time: Set the time span (in seconds) that login attempts from an IP address
with excessive failures are rejected. The range is 10 to 65535 seconds.
EBX

ﬂ; HP Proliant NicroServer Nanagement Software — Nicrosoft Internet Ezplorer

@t J v B nttp /41D 14140188/ index el vl [4)[x] [

o o [@m RS N R R e I ‘

[E2%

= HP ProLiant MicroServer .
Remote Access Card Network Secu r|ty
Properties
B Configuration
Network
Network Security
Security
Users
Services
PMI

Use this page to configure the network security settings

2 : Support Help Abol Logor
@ HP ProLiant MicroServer Remote Access Card e e ey

Apply Changes

Sessions.
Update IP Blocking Enahled [ .
Utilities. IP Blocking Fail Count
B Server Information 2
E Power IP Blacking Fail Window Seconds
—
Brail IP Blocking Penalty Time | | Seconds

E Thermal

Fan

Temperatures
System Event Log
B Event Management
Platform Events
Trap Settings
Email Settings

Security
Below is how to update certificate by WEB-GUI.

1. On the main menu navigation bar, click configuration -

2. Click “Generate Certificate” button to generate Certificate request file (CSR file).

> Security.
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¢/~ HP ProLiant MicroServer Management Software - Windows Internet Exj =101 x|

e " : i = (=P I ]
@t\/ L I@ hittp:/f10,141.,40.188/indzx., htrml J || * || & | |- Live Search IP
7 Favorites ) H FroLiant MicroServer Management Software

- a Support Help About Logout
&D HP ProLiant MicroServer Remote Access Card i i (P il

= HP ProLiant MicraServer .
Remote Access Card Securlty
Properti

R Generate Certificate Back to Main Page

Netwo ecurity

Users
Services
IPMI

S;‘é;?gs |OumnmnName HP ProLiant MicroServer Remote
Ubites P

= Server Information
= Power

Control
= Thermal

= Hame: csr.txt
Temperatures Type: Text Document, 741 bytes

System Event Log From: 10.141.40.186 :l
= Event Management

Platform Events

Trap Settings Open Save

Email Settings
VKVM & vMedia

Generate Certificate Signing Request (CSR)

Do you want to open or save this file?

0 i 1 ‘while files from the Internet can be useful, some files can potentialy
g harm pour computer. IF pou da not tust the source, do not open or
= save this file. What's the risk?

| %, Downloading from site: http://10.141,40

——— [Fa-[®se - 4

On the open dialog window, click “save” button to save file on your local system
4. Open the file csr.ixt and copy the request number.

Build the CSR with Microsoft Certificate service or other OpenSSL tools to generate the certificate.
Microsoft Certificate Services - Microsoft Internet Explorer j =1=] =i

J File Edit “iew Favorites Tools Help | 1

J EBack ~ = - (2 ﬁ-| Qsearch [FFavorites & #History ||%v =]

| Address |@ http: /{192, 168,159, 129/ certsrv) | peo |JLinks

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or
other secure program. Once you acquire a certificate, you will be able to securely
identify vourself to other people over the web, sign your e-mail messages, encrypt your
e-mail messages, and more depending upon the type of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
@ Request a certificate
" Check on a pending certificate

Tt > |
&) l_ ’_|° Internet

6. Choose advanced certificate request.

=
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<3 Microsoft Certificate Services - Microsoft Internet Explorer 181 x|

J File Edit Wiew Favortes Tools Help

J &Back -~ = - E) o | i@l search  [GfFavorites  C#History ||%v =]
Jngldress I@ htep:/f192.168, 159,129/ cartsry/certrgus. asp j ﬁGo |JLinks

|

Choose Request Type

Please select the type of request you would like to make:

€ User certificate request

E-hdail Protection Certificate

& Advanced request

-

7. Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a
renewal request by using a base-64-encoded PKCS #7 file.

“Z Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit Miew Fawvorites Tools  Help |

J Back + = - (3 fat | Qhsearch [GlFavorites & #History ||%v =]

J Address I@ http:ff192. 168,159, 129)certsrv/certrgad. asp j 6>G0 |J Links

Microsoft C

Advanced Certificate Requests

You can request a certificate for yourself, ancther user, or a computer using one of the
following methods. Note that the policy of the certification authority (CA) will determine
the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

& Submit a certificate request using a baseb4 encoded PKCS #10 file or a renewal
request using a basetd encoded PKCS #7 file.

¢ Request a certificate for a smart card on behalf of another user using the Smart

Card Enrollment Station.
You must have an enroliment agent certificate to submit a request for another user. Bl

2] ’_’_ |4 mnternet

8. Copy the text from cert.ixt and paste in to the form, then click “Submit” button.




2 Microsoft Certificate Services - Microsoft Internet Explorer

=181
J File Edit View Favorites Tools  Help | 45

J GBack + = - @) 7t | “QiSearch  [&]Favorites £ Hiskory ||%v =h

JAddress I@ http:#f192,168, 159, 129 certsryfcertrqxt. asp j @Go |JLinks

Microsoft Ce

Home

Submit A Saved Request

Faste a basefd encoded PKCS #10 cerificate request or PKCS #7 renewal request
generated by an external application (such as a web server) into the request field to
submit the request to the certification authority (CA).

Saved Request:

MIICETCCAXOCAQAWgasxCz AJBEGNVEATTALVTHOdw
Basebd4 Encoded |A1UEExMHSG 13 Rvh JEVHE YGA1 UEChMPSGVIhGYD |
Certificate Request |[EwWNJU1Mx Nz Ax BgVE AMTEKhQIFEybOxpYWSOIELp
(PKCS #10 or #7) |V2N le3 Na02 FyZDEANESGCSqeS Iha DOEJARTOC3 Vu
KoZIhveNAQEBEQADGYOAMIGT AoGEAMCENESiUChy v |
»

4 |

Browse for a file to insert.

————— BEGIN CERTIFICATE REQUEST--—-—-— j

=
&] Done l_’_|° Internet
9. The certificate will be pending.
/R Microsoft Certificate Services - Microsoft Internet Explorer 12 x|

J File Edit Miew Favorites Tools  Help

J Back ~ = - &) ot | Qi Search [ Favorites  £%History ||%v =1

Jnddress I@ http:ff192, 168,159, 129 certsrv certfnsh. asp j ﬁGo |JLinks

Certificate Pending

Your cerificate request has been received. However, wou must wait for an administrator
to issue the certificate you requested.

Flease return to this web site in a day or two to retrieve your certificate.

Note: ou must return with this web browser within 10 days to retrieve your certificate

=

&) B . ’_|_|O Internet

10. Open “Certification Authority” by clicking start->Programs->Administrative Tools->Certification
Authority, the certificate you requested will be displayed in Issued Certificate item



=T
Jaction Wigw |J¢'-D|||@ |

Tree I

@ Certification Authority {Local}
E@ narme

(23 Revoked Certificates
5] Issued Certificates
(23 Pending Requests

K I i
| | |

11. Open the requested certificate and select Details tab, then click “Copy to File” button.
2] x|

General Cetails ICertiFicatiDn Fath I

Showa:
Field I Yalue -
E'\v'ersion W3S
ESerial number 61148 DSEC 0000 0000 o000z
Signakture algorithm shalR5a
Issuer name, 15 b
'H.-'alicl From FMonday, June 27, 2011 2:40:.,..
E\-‘alid ko wednesdayw, June Z7, 2012 2:...
Subject HF ProLiant MicroSerwer Remo. ..
[=lrublic ke RSA (1024 Bits) =1

Edit Properties. ;. I Copyw ko File. .. I

12. Select the format as “Base-64 encoded X.509(.CER)” and click next.



Certificate Export Wizard

13. Specify the path and the file name, and then click next button.
Certificate Export Wizard

14. Click “Finish” button, the certificate has been exported successfully.
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cate Export Wizard |

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the Fallowing settings:

File Marme CihCert
Export Keys Mo
Include all certificates in the certification path Mo
File Format Basetd

< Back I Finish I Cancel

15. Upload certificate to BMC
{2 HP ProLiant MicroServer Management Software - Windows Internet Explorer =1ol x|

(<1

¢ Favorites

- I&_Bhttp:n’lo.141.40‘1&6findex‘htm\ El| &l #2 || [2 Lve searcn £~

) HP ProLiant MicroServer Management Software

@ HP ProLiant MicroServer Remote Access Card Seoil Uoy el i

Welcome admin (Administrator)

= HP ProLiant MicroServer -
Remote Access Card Secu r|ty

Properties

Nebwork Upload Server Certificate Back to Main Page

Network Security
Security’
Users Upload Server Certificate
Services
IPMI
Sessions File Path ["10.141.48 28\public\Bacl _Browse... | I
Update
Utilities
= Server Information
= Power
Control

= Thermal
Fan

Temperatures
System Event Log
B Event Management
Platform Events
Trap Settings
Email Settings
VKVM & vMedia

| I 1Y i

16. Click “Upload Server Certificate” button to upload certificate

Users

This page displays all user information and configuration. With Administrator privilege level, you can

click any User ID number in the Users list to add a user or change the settings, then click Refresh

button to refresh the User list
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/2 EP Proliant NicroServer Nanagement Software — Nicrosoft Internet Explorer

@.\— y ‘é‘ http:,/f10.141.40. 188/ index. hinl

A l@m BN e N e e l I

Support Help About Logout
Welcome admin {Administrator)

@ HP ProLiant MicroServer Remote Access Card

= HP Proliant MicroServer
Remote Access Card
Properties

E Configuration
Network

Network Security

~
5 s
U::;*:W To configure a particular user, click the User ID
Services
IPMI State User Name User Role IPMI LAN Privilege
Sessions 1 Disabled None None
agﬁgz 2 Enabled admin Administrator Administrator
2 Server Information 3 Disabled ‘None Administrator
= Power 4 Disabled MNone None
Control 5 Disabled Hone HNone
= ThFZ:al (i3 Disahled Mone Mone
Temperatures s Disabled HNone None
System Event Log 8 Disabled Ione Hone
B Event Management 9 Disabled Mone None
J RS Sl 10 Disabled Mone Mone
Trap Sethings - L
Email Settings 1 Disabled HNone None
VKVM & vMedia 12 Disabled None None
] Disabled ‘None None @

To add a user:

1.

On the main menu navigation bar, click configuration > Users.

2. Click any user ID number in the user ID column,

3
4
5.
6

Services

/2 EP Proliant NicroScrver Nanagement Software — Niczosoft Internct Ezplorer

@'{ jy~ \é http:/f10. 141 40. 188/ index. hinl

A l@m BN s e N e e l I

= c Suppo Help Ab: L
@ HP ProLiant MicroServer Remote Access Card Sl Bog e lod

Welcome admin (Administrator)

B HP ProLiant MicroServer . .
Remote Access Card User Configuration

Properties

Network —
&

Network Security

Security General
Users
Services Jser 1D =
PMI
Sessions Enable User 0
Update

Utilities
B Server Information Change Password

o P —
Control

B Thermal Confirm New Password l:l
Fan
Temperatures

System Event Log User Privileges

B Event Management
Platform Events.

Trap Settings User Role User B

Email Settings IPMI LAN Privlege Administrator ¥
vKVM & vMedia

Select enable user, and enter the user name in the user name field
Enter password in the new password and confirm new password fields
Select User Role and IPMI LAN Privilege from the list

Click Apply Changes to take effect

This page allows you to view the services parameters. With Administrator or Operator privilege level,
you can specify the Web GUI's attributes. Click the “Apply Changes” button to execute the changes
and restart the Web GUI server.
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IPMI

ﬂ: HP Proliant NicroServer Nanagement Software — Nicrosoft Internet Explorer

@.\- J~ ‘g. hitp://10.141.40. 163/ index. hinl

w & [e}ﬂ’ Froliant MicroServer Management Software l 1

: : Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card Welitie S (MR

= HP ProLiant MicroServer

Remote Access Card SerVices

Properties
B Configuration
Network S—

Network Security Web Server

Secunty
Users
Services
HTTP Port Number
5 s
Sessions HTTPS Port Mumber 443
Update
Utilities Timeout 1800 |seconds
= Server Information s 5
E P
e Active Sessions 1

Control

B Thermal
Fan
Temperatures

® HTTP Port (Decimal number only) used by the embedded software that listens for a server
connection. The default value is 80.

® HTTPS Port (Decimal number only) used by the embedded software that listens for a secure server
connection. The default value is 443.

® Timeout is the time that a connection is allowed to remain idle (60 to 10800 seconds). The
session is canceled when the time-out is reached.

® Max Sessions is the maximum number of simultaneous sessions allowed for this system.

®  Active Sessions is the number of current sessions on the system, less than or equal to the setting
for Max Sessions.

This page allows you to view the IPMI values. With Administrator or Operator privilege level, you can
modify the IPMI Serial attributes and IPMI LAN Settings values and then click Apply Changes to
execute validation against the Encryption key field and send all data to the server.
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ﬂ;lIP Proliant NicroServer Nanagement Software — Nicrosoft Internet Ezplorer

@\T/ hd |g http://10. 141 40. 168/ index. hinl

B HP ProlLiant MicroServer
Remote Access Card
Properties
= Configuration
Network
Network Security
Security
Users
Services
IPMI
Sessions
Update
Utilities

B Server Information
® Power
Control
= Thermal
Fan
Temperatures

ve o [@HP FERIETte PR 11 Ce rarts ST ey [ }

‘ @ HP ProLiant MicroServer Remote Access Card

IPMI Settings

Support Help About Logout
Welcome admin (Administrator)

Apply Changes

Enatle PN Over LA
Channel Privilege Level Limit
E!m“ﬁmkey

Administrator ¥

|00000000000000000000OOOUUUUUUOUE :

® Enable “IPMI Over LAN” by checking the box. Disable “IPMI Over LAN” by un-checking the box.

®  Channel Privilege Level Limit is the maximum privilege level that can be accepted on the LAN
channel (Administrator, Operator or User).

® Encryption Key allows from 0 to 20 two-digit Hex characters and no spaces.

Sessions

Use this page to view information about the active sessions. Additionally, privileged users can click
on the trash can icon to kill an active session.
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fHP ProLiant NicroServer Nanagement Software — Nicrosoft Internet Explorer

@ A7 |@‘ hitp:/f10.141.40. 168/ index. himl

W odr I@m PR e N e l }

. . Support Help About Logout
‘ @ HP ProLiant MicroServer Remote Access Card e L

Welcome admin (Administrator)

E HP ProLiant MicroServer [

Remote Access Card SESSiDnS

Properties
B Configuration m
Network

Network Secunty

Securi . A . -
s iy Use this page to view information about the active sessions. Additionally, privileged users can click on
Gaae the trash can icon to kill an active session.
IPMI
Sessions Session ID User Name IP Address Session Type
Update 1 admin 10.141.40.88 GUl N/A

Utilities
B Server Information
H Power
Control
B Thermal
Fan
Temperatures

Update

/2 HP ProLiant MicroServer Management Software - Windows Internet Explorer = ﬂ
L . : e e
@; = [ s 141 40, teafndex e 2l e[ Juve szarcn o

T?.f fﬁ? @HP ProLiant MicroServer Management Software

= Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card Wickiadio il ket

& HP ProLiant MicroServer
Remote Access Card Updﬂte
Properties
E Configuration
Network
Network Security
Securif
Users i Upload
Services
IPMI ) Select an image file and click upload. The upload process will terminate all other sessions including
Sessions VKWL
Update
Utilities

After the upload process is started. any attempt to refresh, logout or navigate away from the update
page will restart the HP ProLiant MicroServer Remote Access Card.

& Server Information

B Power
Control File
)i Upload
B Thermal Path &Iﬂl

Fan
Temperatures

Preparation before online firmware flashing

1. Remote Access Card correctly installed in the connectors on the system board

2. Download the latest firmware version from website and save it on your local system.

3. The remote system needs to connect with network.

Start to update firmware of Remote Access Card
Following procedures are used to update firmware
1. Accessing the firmware page from a web browser
2. On the main menu navigation bar, click Update

3. Click Browse to enter the path where the firmware image file resides.

42



4. Click the Upload button. If the file is valid, all other sessions will be terminated and the image
upload will begin. If the upload fails, a message will notify you to upload another file. For a
successful upload, the current firmware version and the version of the new file will be displayed,
as well as the Preserve Configuration checkbox, Update button and Cancel button.

5. Click the Update button to begin the firmware update process and view the update status. When
the update is completed, the embedded software will reboot automatically. If you click the Cancel
button, the process will be terminated and the embedded software will reboot.

Utilities

Reboot: Click 'Reboot' button to reboot the System.

Factory Default: Click 'Factory Default' button to reset System to default.

’,_; HP Proliant NicroServer Hanagement Software — Nicrosoft Internet Ezplorer

\g http://10. 141, 40. 166/ index. htnl

w o [@m’ RN S e s I I

: c Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card er e [A;Uminisiraclir)

= HP ProLiant MicroServer e
Remote Access Card Ut|||t|e5
Properties

E Configuration
Network
Network Security
Securi
e 4 Reboot
Services
IPMI Click ‘Rebaot” button to reboot the HP ProLiant MicroServer Remote Access Card.
Sessions Reboot
Update
Utilities
= Server Information Factory Default
B Power
Control Click Factory Default” button to reset the HP ProLiant MicroServer Remote
= Thermal Access Card to default
5 After clicking the ‘Factory Default’ button, users previous configuration in LAN Parameter Setting
R ERIE S @ User Access Setting, PEF Setting. Session control, SDR Setting, iKVM & vMedia setting and
S S etnting WEB-GUI Setting will be cleared and reset to factory default!

= Event Management
Platform Events
Trap Settings
Email Settings

Power/Control

On the main menu navigation bar, click power, the Power control screen displays current power

status.

To modify power control, select the operation you wish and click Apply Changes.
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{2 BE ProLiant NicroServer Nanagement Software — Nicrosoft Internet Ezplorer ‘Z”E”z‘

= | b /710,191, 40, 168/ index. hinl o [#2)[%] [Live seere |[2]-

‘\-‘,/
: e Si ot Help About Logout
@ HP ProLiant MicroServer Remote Access Card R i ik )

w i [@}c? ProLiant MicroServer Wanagement Softwars I

® HP ProLiant MicroServer

Remote Access Card POWer Control

Properties

B Configuration Apply Changes
Network

Network Security
Security
Users
Services
IPMI
Sessions Power Status
Update ON
Utilities =
® Server Information
= Power

Here, you can view your server's power status. To perform a power control operation, select the
operation you wish to perform and click Apply Changes.

Power Control Operations
Control P On S

= Thermal S
Fan (&) Power Off System
Temperatures Power Cyele §

System Event Log & SydlSysiem

B Event Management C)Hard Reset (Restart)

Platform Events
Trap Settings
Email Settings

Thermal

The Server provide the monitoring of the current major sensors status, including system temperature

and system fan. You can view the data for this feature on the Thermal Page through a web browser or

through the BIOS Setup Utility.

Viewing sensor data from a web browser

To access this page from a web browser, on the main menu navigation bar, click Thermal.

The thermal screen displays a snapshot of the temperature, fans sensor data, including sensor

reading, warning threshold, failure threshold.

(2 HP ProlLiant NicroServer Nanagement Software — Nicrosoft Internet Ezplorer |THE”‘§|

e - &) http://10, 141,40, 168 index, htnl o [#2 | %] |Live Search R~
s

w e [@}ﬂ’ RS S S S A I }

: : Support Help About Logout
@ HP ProLiant MicroServer Remote Access Card Weleome admin (Administator)

= HP ProLiant MicroServer

Remote Access Card Tem Peratu res

Properties

B Configuration m
Network
Network Security
Security
Users Status Probe Name Reading Warning Threshold  Failure Threshold
Services v CPU_THEMAL 43.0C 105.0C 10.0C
Ul @  NB_THERMAL 430C  1000C 105.0C

LSJ;;:';’;“ & AMBIENT THERMAL  280C  400C 4500
Utilities.
= Server Information
= Power
Control
B Thermal
Fan
Temperatures
System Event Log
= Event Management
Platform Events

Trap Settings

Email Settings

Viewing sensors data from Rom-Based setup utility
1. Press the F10 key during POST to enter the BIOS Setup Utility.

2. Press the right arrow (—) key to navigate to the“Advanced” menu.
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3. Press the down arrow ( 1) key to scroll to“IPMI Configuration”. Press the Enter key.

4. Press the down arrow ( | key to scroll to “System Temperature Configuration”. Press the Enter key.
The system temperature sensors will be displayed.

B ¥irtual E¥YE Session — 10.141.40. 168

File View Macros Tools Help

ROM-BASED SETUP UTILITY

5. Press ESC key to exit, and the down arrow ( | key to scroll to “System Fan Health Information”.

Virtual EVE Session — 10.141.40. 168 (=13
ile View Macros Tools Help

ROM-BASED SETUP UTILITY

System Event Log

The BMC provides the interface to the System Event Log (SEL) for the system. And provide to capture
and stores the IPMI event log for access through a browser, CLP, BIOS Setup Utility. The system event
log displays a short description of each system event. Recorded events include abnormal temperature,
fan events, system power loss etc.

45



B Server Information

@.\- > i ‘& http://10. 141, 40. 168/ index. html

w [@m’ o N e e I
@

B HP ProLiant MicroServer

Remote Access Card SyStem Event Log

B Power
Control
B Thermal

System Event Log
B Event Management

Email Settings

f..;EP ProLiant NicroServer Nanagement Software — Nicrosoft Internet Explorer

|

Properties

Network Security
Secunity
Users <<Newest <Newer Log Entries1to 19 Older= Entries Per Pages:

Services SeverityDate/Time Description
o 2011-06-24 10-18:45 Sys Pwr Monitor: Power Unit sensor. Power Off / Power Down was deasserted
Update 2011-06-24 10:16:40 Sys Pwr Monitor: Power Unit sensor, Power Off / Power Down was asserted
Utilities 2010-07-03 01:16:37 Sys Pwr Monitor: Power Unit sensor. Power Off / Power Down was deasserted
2010-07-03 01:15:52 Sys Pwr Monitor: Power Unit sensor, Power Off / Power Down was asserted
2011-06-11 16:16:42 Sys Pwr Monitor- Power Unit sensor, Power Off / Power Down was asserted
20711-06-10 17:54:59 Sys Pwr Moniter: Power Unit sensor, Power Off / Power Down was asserted
2011-06-09 20:51:05 Sys Pwr Monitor: Power Unit sensor. Power Off / Power Down was asserted
2011-06-09 19:09:17 Sys Pwr Monitor: Power Unit sensor, Power Off / Power Down was deasserted
2011-06-09 19:09-16 Sys Pwr Monitor- Power Unit sensor, Power Off / Power Down was asserted
2011-06-09 19:07:26 Sys Pwr Monitor: Power Unit sensor. Power Off / Power Down was deasserted
2011-06-09 19:07.25 Sys Pwr Monitor. Power Unit sensor, Power Off / Power Down was asserted
2011-06-09 18:56:46 Sys Pwr Monitor: Power Unit sensor, Power Off / Power Down was deasserted

Network
-~

Fan
Temperatures

Platform Events
Trap Settings

G =0 =0 == == -8

e E Support Help Abo Logot
HP ProLiant MicroServer Remote Access Card e eae e Ui i

<

Accessing the system event log from a web browser

To access this page from a web browser, on the main menu navigation bar, click system event log.

The system event log screen displays a snapshot of each system event, including the date/ time of the
event occurred, severity of each event and brief description.

Accessing the SEL from BIOS SETUP UTILITY

1.

2
3
4.
5

Press the F10 key during POST to enter the BIOS Setup Utility.

Press the right arrow (—) key to navigate to the“advanced” menu.

Press the down arrow ( | ) key to scroll to”IPMI Configuration”. Press the Enter key.

Press the down arrow ( | key to scroll to “System Temperature Configuration”. Press the Enter key.

Press the arrow ( | key to scroll to following available options:
~View BMC System Event Log
~Clear BMC System Event Log
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2 ¥irtual EVE Session — 10.141.40. 168
File View Macros Tools Help

ROM-BASED SETUP UTILITY

> Uieu ]__EIHC Suystem Event Log

Event Management

Platform Events

Platform Event Filtering (PEF) provides a mechanism for configuring the BMC to taking selected actions
on event messages that it receives. These actions include operations such as reboot, Power Cycle,
Power off, as well as triggering the generation of an alert. The event messages can be selected are
Fan Critical Assert, Temperature Critical assert and Temperature Warning Assert Filter.

{= HP Proliant NicroServer Nanagement Software — Nicrosoft Internet Explorer E HI:IHX\

@ B http://10. 141, 40. 168/ index. htnl HEE‘

W [g}ﬂ’ ProLiant MievoServer Management Softuare I I

9 [#2][x] [Live Sewren

Support Help About Logout
Welcome admin {Administrator)

Platform Events

Apply Changes

iE:‘rJ”W Platform Event Filters (PEF) List
sers
Services
PMI O Global Alerting Enable 9 INote: (This enables/disables both PET and email alerts).
Sessions
Update
Utilities
B Server Information
B Power
Control
B Thermal
Fan
Temperatures
System Event Log
B Event Management
Platform Events
Trap Setti
Email Sett

Filter Name None Reboot Power Cycle Power Off Generate PET
() 0 o [

Temperature Critical Assert Fiter &) O O C [

() O O [J

VKVM & vMedia

To configure an action, select the desired action on desired event. For example:
Select Power off on fan critical assert filter, and click changes.
Remove one fan from board, system will power off after waiting for 60 seconds

You can get a PEF email alerts by checking Global Alerting Enable.
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Trap Settings

The trap setting configuration screen enables you to specify destination addresses, and
enable/disable SNMP alerts, the event traps can issue an alert if an authentication failure occurs.

f:'HP ProLiant MicroServer Management Software - Windows Internet Explorer ] 10l x|

= [@ e i ][54 D e
@t\/ - @ Fittp:(710.,141,40, 186 indese. bt ]| x| [ tve search £
¢ Favorites () HP ProLiant MicroServer Management Software

Welcome admin (Administrator)

appy Changss

IPv4 Destination List -

Enable

IPv4 Address

IFv4 Destination 1 =l Send Tast Trep
IPv4 Destination 2 L] m
IFv4 Destination 4 L m

IPv6 Destination List

al 5
S I [T Y
S S— H CE— =
Community String
[Sommunity Name Tz I L
- |
[ T T8 e [@ e Fa-[®me -

® Enable- Enables or disables IPv4/IPV6 destination addresses

IPv4 Destination—Specifies where to send the PET trap from the destinations your defined Note
IPV4 address only support numerical values between 0-255. This field is required only if its
relative checkbox (IPv4 Destination 1, 2, 3 or 4) is checked.

IPV6 Destination—following the instructions of IPv4.

® Community String -Displays the SNMP community name

Email Settings

This allows you to enable email alert and specify email address to receive alert message.

(Z HP ProlLiant NicroServer Nanagement Software — Nicrosoft Internet Explorer

@‘C i |é http://10. 141 40 168/ index. hinl

% [@m I s e N e [ 1

& 5 Si Help Abx Le
@ HP ProLiant MicroServer Remote Access Card e i i it

E HP ProLiant MicroServer . .
Remote Access Card Email Settlngs

Properties

B Configuration
Network RARSRANE:

Network Security
Security
Users
Services
IPMI

Sessions

Update

Utilities

E Server Information
B Power

Destination Email Addresses

Enable Destination E-mail Address Email Description  Test
Email Aett [J | \

Email Alert 2

Email Alert 3

Control
B Thermal
Fan
Temperatures
System Event Log

= Event Management SMTP (e-mail) Server IP Address

o =

Email Alert 4

Platform Events
Trap Settings

Email Settings |SMfPIPMEs 0.0.0.0 I

VKVM & vMedia

®  Email Alert Number- Support to set up four email destinations to receive alerts
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Enable—Activate email address settings.
Destination Email Address- Specifies where receive the alert messages
Email Description- Configures the email alert description.

Send alert- Initiates the request to send a test email to the email address

SMTP (e-mail) Server IP Address—Configures the SMTP email server IP address. Only numerical
values between 0-255 are allowed.

vKVM & vMedia

(2 BP Proliant NicroServer Nanagement Software — Nicrosoft Internet Ezplorer

@\".f‘ =+ [ Wttp /10,141, 40. 168 index. hinl

W [@m’ sl s e R [ ‘

% - Si Help Ab L
@ HP ProLiant MicroServer Remote Access Card RIS A

Welcome admin {Administrator)

= HP ProLiant MicroS: 3 . . .
e Sl V/irtual KVM and Media Configuration
Properties
= Configuration _
Network Apply Changes
Network Security

S Virtual KVM Configuration
Users

Services

Tl Enabled
Sessions : :
Update Max Sessions 14 =]
Utilities A E——— 1

E Server Information

B Power Remote Port |2068

Control Video Encryption Enabled

B Thermal
Fan

Temperatures - . :
System Event Log Virtual Media Configuration

B Event Management
Platform Events -
Trap Settings Max Sessions
Email Settings Active Sessions

1
: 0
VKVM & vMedia Encryption Enabled [J

Floppy Emulation

By BIOS default setting, when the Remote Access Card is plugged in, the server will export VGA
signals from the VGA connector on this access card automatically. Meaning, when having the Remote
Access Card installed, the embedded VGA on the mother board will not function.

Using Virtual KVM Configuration

The Virtual KVM (or vKVM) feature is a remote graphic console that turns a supported browser into a
virtual desktop and provides control over the display, keyboard/keyboard shortcuts, video settings,
and mouse of the host server. The virtual KVM sessions that display remote host server activities,
including shutdown and startup operations.

The remote virtual KVM session requires Java version 1.5.7 or later on the client system. To download
the recommended Java for your system configuration, refer to this HP website.

Start a Virtual KVM Session.

To start a virtual KVM session, using a web browser:

1. Download the recommended JVM from HP website and install on the client system. Please refer to
“JVM Support”.

2. The default setting of vKVM is disabled.
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% - Si Help Ab Lo
HP ProLiant MicroServer Remote Access Card RIS A

Welcome admin {Administrator)

el Virtual KVM and Media Configuration
Properties

B Configuration Apply Changes
Network

Network Security

Security Virtual KVM Configuration
Users
Services y
PMI EElek =
Sessions Max Sessions
Update o o , 7
Utilities pics
B Server Information Remate Port 2
= Power - o =
Control Video Encryption Enabled

B Thermal

Fan
Temperatures Virtual Media Configuration EFTIERVTIVESEES

System Event Log
B Event Management
Platform Events Max Sessions

Trap Settings Active Sessions
Email Sattings

VKVM & vMedia Encryption Enabled
Floppy Emulation

I

3. Check the “Enabled” item, and click the “Apply Changes” button.

{2 HP Proliant NicroServer Nanagement Software — Nicrosoft Intermet Explorer

b |E‘ http:/f10.141. 40. 168/ index. hinl

* & [@m BroLisnt MicroServer Mamagemsnt Softwars [ 1

5 o Support Help About Logout
HP ProLiant MicroServer Remote Access Card ekt sirin iran e

E HP ProLiant MicroServer

Remote Access Card Virtual KVM and Media Configuration

Properties

B Configuration Apply Changes
Network

Network Security

Security Virtual KVM Configuration RETENITTRFEREE
Users

Services

1Pl Erabiad
Sessions
Update Max Sessions 4w
Utilities Active Sessi 1

E Server Information
= Power Remote Port 2068

Control oo £ T
B Thermal - - - -

=L

Temperatures . . -
System Event Log Virtual Media Configuration EFTERVIEVEEES

= Event Management
Platform Events =
Trap Settings Max Sessions

Email Settings Active Sessions
VKVM & vMedia Encryption Eratia
Floppy Emulation

aorlccE

4. Click “Launch KVM Viewer” to start a KVM session.
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Support Help About Logout
Welcome admin (Administrator)

@ HP ProLiant MicroServer Remote Access Card

B HP Proliant MicroServer

Virtual KVM and Media Configuration

Apply Changes

g
Network
Network Security
Security Virtual KVM Con

User:

Utilities
B Server Information
= Power
Control
= Thermal
Fan
Temperatures
System Event Log
= Event Management
Platform Events
Trap Settings
Email Settings
VvKVM & vMedia

ROM-BASED SETUP UTILITY

E HP ProLiant MicroServer
Remote Access Card
1

nfiguration

Network

Network Security
Security

Users

Services

Utilities
B Server Information
B Power
Control
B Thermal
Fan
Temperatures
System Event Log
B Event Management
Platform Events
Trap Setting
Email Settings
VKVM & vMedia

There are five different menu bars in virtual KVM session window: File, View, Macros, Tools and
Help.

®  File— Including two submenus Capture/Exit.

® The capture to file is used to capture an image and allows saving the file to a specified location
on client. The exit submenu is used to close virtual session window.

® View-—Refresh/Full Screen/Windowed Mode

Select Refresh to update the view of the Video Viewer. This will result in the Viewer requesting a

reference video frame from the server. Select Full Screen to make the Video Viewer enter into Full

Screen Mode. Select Windowed to exit out of Full Screen mode. Select fit to resize the Video
Viewer window to the minimum size that is needed to display the server's video (This menu item
is not available in Full Screen mode).

® Macros— keyboard shortcuts

® These drop-down list keyboard shortcuts can be used as virtual keys and are similar to the keys

the physical Keyboard of your local machine. You can select one of the drop-down list keyboard

shortcuts (either the macro or the hotkey specified for the macro), to execute the macro on the



remote system. For example, when you press the Cirl+Alt+Del keys on the physical keyboard in
local system, the Task Manager of your local machine appears in addition to the task manager
on the server.

Tools—Session Options/Session user list/Stats

The Session Options window allows you to control client configuration settings with additional
general, mouse, video quality viewer control adjustments and stats.

General— You can control the keyboard passthrough mode and select pass all keystrokes to pass
your management station's keystrokes to the remote system. Some keystrokes are intercepted by
the management station OS and will not be passed on.

Mouse Acceleration ~To optimize mouse performance, click the Mouse tab and depending on
the operating system, select the Mouse Acceleration option. Then click Apply and OK to close
the Session Options window.

Video Quality—The compression modes allow for a low quality (420) or high quality (444)
compression configuration. The Luminance and Chrominance settings allow for picture color
configuration.

Stats--This menu option launches a dialog which displays viewer performance statistics: Frame
Rate, Bandwidth, Compression and Packet Rate.

Help~Contents and Index/About

Contents and Index— Inform to get online help by clicking the help link on the vKVM&vMedia
page
About- Displays an About box, which specifies KVM version

Using Virtual Media Configuration

Virtual Media (or vMedia) provides a virtual media drive, which allows a floppy image, floppy drive
or CD/DVD drive on your client, to be available on the managed system's console as if the floppy
image or drive were present on the local system. At most four virtual media devices may be attached
at one time.

Virtual Media shall support the following client devices:

[Kloppy disks
[CD-ROMs
[PVD-ROMs

[WSB mass storage devices

(15O images

Start a Virtual Media session

To start a virtual Media session, using a web browser:

1.

2.

Download the recommended JVM from HP website and install on the client system. Please refer to

“JVM Support”.
Click “Launch VM viewer button.”
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{2 EP Proliant MicroScrver Nanagement Software — Nicrosoft Internct Explorer

@‘C L i |E‘ http://10. 141 40 166/ index. hinl

oo [@mﬁ sl S SRS [ }

HP ProLiant MicroServer Remote Access Card

@

E HP ProLiant MicroServer
Remote Access Card
Properties

Virtual KYM and Media Configuration

Support Help About Logout
Welcome admin {Administrator)

Apply Changes

B Configuration
Network
Network Security
Secuity Virtual KVM Configuration
Users
Services
IPMI Enablad
Sessions
Update Max Sessions B
Utilities Active Sessions 1
E Server Information
= Power Remote Port
Control TRTiE o
B Thermal Ficeo - -
Fan
Temperatures - . :
System Event Log Virtual Media Configuration
B Event Management
Platform Events
Trap Settings ax Sessions i
Email Settings Active Sessions 0
VKVM & vMedia Encryption Enabled u
Floppy Emulation O

3. The virtual media sessions will start according the device on your client (USB key, floppy efc.).

ual Media Session - 10.141.40.74

Client View
Mapped Read Onhy | Drive
[ | [} 22 G:- CDDVD
r " &4 A Floppy
|| O =1 H: - Removable Disk
4] Il | [ ¥

=]

Add Image...

e

Sharing a virtual media device (Floppy)

1 Prepare the media you want to add, take floppy device as example. Insert floppy disk in your

local system.

2 Start a virtual Media session, the Virtual Media will display the list of devices available for

mapping in Virtual Media session

3 Select the mapped checkbox for the device (A: Floppy), the option window will be opened. Then

click yes button on the prompted window.

Note: If you only want to read the mapped device, please select read only checkbox before it is

mapped.
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Add Image...

K

4 The virtualized drive appears in remote system as a real drive with a new drive lefter.
=|olx]

¥ My Computer

File Edt ‘iew Favorites Tools

Help | .ar

L Back = £ ? ‘ ,'] Search | Folders ‘ -
Address Ig MMy Computer j =
Mame = | Type | Tokal Size
System Tasks E “eDataz (C:) Local Disk 119GE
y e irformati “w*Data (D) Local Disk 9,98 GB
e system rormatian < System (E1) Lacal Disk 29.2G8
[z Add o remove programs @MUY (F) Local Disk 9,98 GB
[B hange a setting “eProject (G:) Local Disk 75.2 GB
=@ SOFTWARE (H:) Local Disk 29368

»

Dther Places

& My Network Places
(5 My Dacuments
[ control Panel

Disconnected Metwork Drive
3.5-Inch Floppy Disk.

Adding the ISO image

1. Start a virtual Media session and click the Add Image button

2 Virtual Nedia Session — 10.141.40.94 Al=E
Client View
Mapped | Read Only | Drive
I &9 A Floppy
Exit
Add Image...
Details #

4

I | [

2. On the open dialog window, select the ISO image file in your local system and click open button.
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x
Lookin: |05 -]

12003

[ 1 UltralS0-v8.66

File Hame: | |

Files of Type: |Disk image file {*.iso, *.imyg) | - ‘

Open || Cancel ‘

3. Select the mapped checkbox for the ISO Image
Note: If you want to read only the I1SO image, please select read only checkbox before it is
mapped.

£ Yirtual Media Session - 10.141.40.200 -10lxl

Client View
Mapped | Read Only | Drive
I [ = H: - Removable Disk

F & G-CcODWD

-
L»:l D:LFSiifslivecd.x86-6.1.1-4.is0 - 1SO Image -
=

Add Image...

Details *

4] i | [»

The 1SO Image file is available in remote system

Using BMC SMCLP

The SMASH CLP is designed for users who prefer a non-graphical interface. The SMASH CLP chapter
describes the syntax and the ways to remote control server.

If you want to access BMC SMCLP, you need to have a SSH client (putty or others). When BMC is
working normally and having valid IP address, you can access BMC SMCLP via the SSH client. Please
refer to ““Logging in to BMC SMCILP for the first time””, to get details about accessing SMCLP.
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S8 10.141.40.186 - default - SSH Secure Shell — 1ol =i
H Sk 8 o e e g @00 4% @

File Edit Wiew ‘window Help |

£1 Quick Connect ] Profiles |

Aadminl =
properties
ElementName = adminl
associations
elementconformstoprotfile
Conformantftandard = /Jadminl/systeml/ /profilesl/ profilels
ManagedElemnent = sfadminl
sSystemcomponent :
GroupComponent = fadminl
PartComponent = Jadminl/systeml
owningcollectionelement :
OmmedElement = fadminl hdwrl
OmmingElement = Aadminl
serwviceaffectselenent :
AffectedElement = fadminl
AffectingElement = Jadminl/systeml /splsprotosvc3

ElementEffects[0] = 5 (Manages)
targets
hdwrl
systeml
werbs=
cd
showr
help
version
exit
Sadminl-» l ||
Connected ko 10.141.40.1586 |S5HZ - aes1z8-cbe - hmac-mds - none | 80:x27 I El [z

The “verbs” shows the all the supported verbs under current directory. And “targets” show all the
directories under current directory. Use “cd target” command, you can enter the existent directory.
Use “cd ..” you can return parent directory

Get CPU/Memory Info

Enter /admin1/system1/cpul, and you can get CPU info with “show “verb.



13 10.141.40.186 - default - 55H Secure Shell | -0l x|

HER 83 200 ala0 % &w

“ Fle Edt View Window Help

“ &1 Quick Connect ] Prefiles

Ffadminl fzysteml-> cd cpul ﬂ
Jadwinl /systenl fopul
Fadminl feystenl fcpul-> show
/adminl /systenl/cpul
properties
CPUStatus = 1 (CPU Enahled)
CurrentClockfpeed = 1500
ElementNane = &MD Turion(tm) II Neo N40L Dual-Core Processor
Enableditate = 2 [Enabled
ExternalBusClock3peed = 200
Family = 513
Healthitate = & [0K)
MaxClock3peed = 2200
(perationalitatus[0] = 2 (OK)
Requesteditate = 12 (Not Applicable)
azsociations
realizes :
Intecedent = NULL
Dependent = fadwinl/systenl/cpul
systendevice :
GroupCouponent = fadminl/systenl
PartComponent = /fadminl/systenl/cpul
elementcapabilities :
Capabilities = NULL
ManagedElement = fadminl/systenl/cpul

targets
verhs
cd
show
help
version
eXit
/adminl /systenl /cpul-» I =
b4
Connected ko 10,141,40.186 I55Hz - sest28-che - hmacmdS -nore (8033 | [ [ 4

Enter /admin1/system1/memory1, and you can get memory info with “show “verb.
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{8 10.141.40.186 - default - 55H Secure Shell -0l x|

BER BZ e K0 % &x

“ Fle Edt Yiew Window Help ‘
“ &1 Quick Connect ] Profiles

Fadminl /systenl /uenoryl ﬂ

#adminl /systenl /uenoryl-> show
Fadminl fsystenl /uemoryl
properties

Loocezz = 3 (Read/Write Supported)

ElockSize = 1043576

ConsumableBlocks = 4096

ElenentNane = sul

Enabled3tate = Z (Enabled

Healthitate = & [0K)

Number0fElocks = 4096

Operationalitatus[0] = 2 (0K)

RBequesteditate = 12 (Not Applicable)

Volatile = true

associations

elementcapghilities :
Capabilitiezs = /adminl/systeml/capabilitiesl/elecapd
ManagedElenent = fadminl /zystenl /memoryl

gyatendevice :
FroupConponent = fadwminl /avatenl
PartComponent = fadwinl/systenl/memoryl

targets

verbs
cd
shaw
help
version
EXit

Jadwinl /systenl /uemoryl-- I

v
Cornected bo 10,141,40.186 [55Hz - aes128-che - hmac-mds -none [80x29 | [ [ 4

Get Thermal Reading/Get Fan Speed Reading

There are three thermal sensors and one fan sensors. The relations between the sensors and SMCLP
target as below:

“numericsensor1” is the target of “CPU_THERMAL" sensor.
“numericsensor2” is the target of “NB_THERMAL" sensor.
“numericsensor3” is the target of “AMBIENT_THERMAL"” sensor.

“numericsensor4” is the target of “SYS_FAN" sensor.

Please notice the “unit” of reading. Below pictures show the read method and the related between
SMCILP and the Web UI.



8 10.141.40.186 - default - 55H Secure Shell | -0l x|

IEIEIN T

8% en|

“ Fle Edt Yiew MWindow Help

“ &1 Quick Connect ] Profiles

/adminl /systenl /sensorsl /mmericsensorl-> show .:J
Jadmninl /fsystenl /sensors] /ramericsensorl
properties
Basellnits = 2 (Degrees C)
CurrentReading = 470
Currentitate = Normal
ElementName = CPU_THEMAL(3Z2.0.32)
Enableditate = 2 (Enabled
HealthState = 5 (0K)
Operationalitatus[0] = 2 (0K)
Possibleitatez[0] = Non-Critical
Possibleitates[l] = Lower Non-Critical
PossiblelStates[2] = Upper Non-Critical
Possibleitates[3] = Critical
Possibleldtates[4] = Lower Critical
Possibleltates[5] = Upper Critical
Possibleitates[6] = Fatal
Possibleltates[7] = Lower Fatal
Possibleltatezs[8] = Upper Fatal
Possibleitatez[9] = Normal
Possibleltates[10] = Unknowm
Ratellnits = 0 (None)
Fequesteditate = 12 (Not Applicable)
GensorType = 2 [(Temperature)
JettableThresholds[0] = 3 (UpperThresholdCritical)
GettahleThresholds[1l] = 1 (UpperThresholdNonCritical)
SupportedThresholds[0] = 3 (UpperThresholdCritical)
SupportedThresholds[1l] = 1 (UpperThresholdNonCritical)
UnitModifier = -1
associations
nenberofcollection @
Collection = /fadwinl fsystenl/sensorsl
Member = fadminl/systenl/sensorsl/numericsensorl
elementcapabilities
Capahilities = Aadminl/systenl/capahilitiesl/elecaps
ManagedElenent = /fadminl/systenl/sensorsl/numericsensorl
systendevice :
GroupComponent = fadminl /systenl
PartComponent = /adminl/systenl/sensorsl/mmericsensorl

targets =
verbza
cd _:J
Connected bo 10,141,40.186 |s5Hz - aestza-che - tmac-mds - nore [80:4z [ [ [ 4
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H i Support Help About Logo
QD HP ProLiant MicroServer Remote Access Card Sl LED LR UL

Welcome admin {Administrator)

B HP ProLiant MicroServer

Remote Access Card Tem perﬂtu res
Properties
E Configuration m
Network
Network Security
Securty
Users Status Probe Name Reading Warning Threshold Failure Threshold
Services 9 CPU_THEMAL 430C  1050C 1100C
Ll Q@  NB_THERMAL 410C 1000 1050
Update 9 AMBIENT_THERMAL 28.0C 40.0C 45.0C
Utilities
E Server Information
B Power
Control
= Thermal
Fan
Temperatures
System Event Log
& Event Management
Platform Events
Trap Settings
Email Settings
VKVM & vMedia

1
H | = ® 5| 5o e | dh | S0 0| | e w2 |

Elle  Edit  wiew window  Help

F1 Quick Connect ] Profiles |

Fadminl/systeml ssensorslsnumericsensord 1=
rroperties

BaselUnits = 19 (RPM)
CurrentReading = 1z00
CurrentState = Normal
ElementMName S¥S_FAW(le.0.32)
EnabledState = = (Enabled)
HealthState = 5 (0K
OperationalStatus[0] = = (0K)
FossibleStates[0] = Non-Critical
PossibleStates[1] Lower MNon-Critical
PossikhleStates[=2] Upper Nom-Critical
FPossibhleStates[3] Critical
PossibleStates[4] Lower Critical
PossikhleStates[5] Upper Critical
FossibhleStates[s] Fatal
PossibleStates[7] Lower Fatal
PossikleStates[=] Upper Fatal
FossibhleStates[9] Mormal

FossibleStates[10] = Unknown
FPateUnits = 0O (None)
RequestedState = 12 (Mot aApplicable)
SensorType = 5 (Tachometer)
SettableThresholds[0] - 2 (LowerThresholdCzitical)
SettableThresholds[1] 0 (LowerThresholdNonCritical)
SupportedThresholds[0] Z (LowerThresholdCritical)
Supportedlhresholds[1l] = 0 (LowerThrssheldlonCriticall
UnitModirier = O
associations
memberofcollection
Collection — sadminl systeml/ sensorsl
Member = sadminl- systemlssensorsl soumericsensord
elementcapabilities s
Capabilities — Jadmiml/systeml capabilitiesl selecaps
ManagedElement = sadminlssysteml sensorsl oumericsensord
swstemdevice =
GroupComponent — fadminl/svstenl
FartComponent = sadminl- systeml sensorsl -mimericsensord
associatedsensor :
Antecedent — Jadminlssysteml/sensorsl snumericsensoxd
Dependent = Jsadminl/ systeml.fanl
targets =
Connecked ko 10,141, 40,156 SSHZ - as=128-cbe - hmac-mds - none | S0=42 =T =

= i Support Help About Logout
&D HP ProLiant MicroServer Remote Access Card Ve ke Wkl iy

B HP ProLiant MicroServer
Remote Access Card Fan
Properties
B Configuration m
Networl
Network Security
Securi
il Probe List
Services
1ML Status Probe Name  Reading  Warning Threshold Failure Threshold
Sessions Q §
Update
Utilities
B Server Information
= Power
Control
B Thermal
Fan
Temperatures
System Event Log
B Event Management
Platform Events
Trap Settings
Email Settings
VKVM & vMedia




Get Fan Status

The target “fan1” can show fan status. When fan works OK, it will show status (OK). When fan fails,
it can report the fan fail status. As below:

When fan status is OK,

100 141. 40, 186 — default — SSH Secure Shell

Ale Edit View Window Help
HaR 52 BER A JD D ON
&1 quick Connect (] Profiles

Fadwinl feystenl /fanl-» show
Jaduinl fsystenl /fanl
properties
ActiveCooling = true
ElenentName = fanl
Enableditate = 2 (Enabled)
Healthitate = 5 (OK)
Operationalitatus[0] = 2 (OK)
Pequesteditate = 12 (Not Applicable)
Variabledpeed = falsze
associations
associatedsensor @
intecedent = fadminl/systenl/sensorsl/mumericsensord
Dependent = fadwinl/systenl/fanl
systendevice :
GroupCowponent = /adminl/systenl
PartComponent = fadminl/systenl/fanl
elementcapabilities :
Capabilities = /fadwinl/systenl/capabilitiesl/elecaps
ManagedElement = fadwinl/systenl/fanl
targets
verhs
cd
show
help
weraion
exit
Jadninl/systenl/fanl-> I

Connected to 10141, 40. 186 S5H2 - aes1?8-che - hmac-mdd - 1) 93223 @ nm

When fan is failure,
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3 10.141. 40. 186 — defanlt — 55H Secure Shell

Fle Edit View Window Help
HaR 52 B0 A0 % eN
&1 Quick Connect (] Profiles

faduinl fsystenl /fanl-> show
Faduinl /systenl ffanl
properties

AeotiveCooling = true

ElenentNane = fanl

EnahledState = 2 (Enabled)

Healthitate = 25 (Critical failure)

Operationalitatus[0] = 6 (Error)

Bequesteditate = 12 (Not Applicable

Variablefpeed = false

agsociations

associatedsensor @
intecedent = fadminl/systenl/sensorsl/mumericsensord
Dependent = fadminl/systeml/fanl

systendevice :
GroupCowponent = /adwinl/systenl
PartComponent = fadwinl/systenl/fanl

elenentcapabilities :
Capahilities = fadwinl/systenl/capabilitiesl/elecapd
ManagedElement = /adminl/systenl/fanl

targets

verhs
cd
shaow
help
weraion
exit

/atuinl /systenl /fanl-> ||

Cormected to 10.141.40. 186 SEH2 - aesl28-ebe - hmac—nmdS - 3 93x28

2

SMCLP Power Control Function

Under “system1”, it has the verbs “start”, “stop” and “reset”.
“start” can power on the server, when the server in standby.
“stop” can power off the server, when the server in working.

“reset” can hard reset the server.

‘8100 141. 40. 186 — defanult — SSH Secure Shell

Fle Edit Wiew Window Help
HORL S8 2if & 90 % e

&1 Quick Connect ] Profies

fadminl/systenl-> stop
Fadminl/systenl stopped at Sun Jul 3 L5:55:26 2011

Fadminl faystenl-» start
Jadminl/systenl started at Sun Jul 3 15:55:46 2011

Fadminl /systenl-» reset
Jadminl/systenl reset at Sun Jul 3 15:56:05 Z0L1

faduinl /systenl-» I

Conmected to 10.141.40. 186 S5HZ - aesl28-cbe - hmac-mdS - 1) 8Txll
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Frequently Asked Questions (FAQ)

Recovering a BMC username and password

BMC supports the IPMI command “Set User Password”. So when forgetting user name or password,
you can use IPMI command to get the username and reset the user password under DOS or Linux.

Example,

There is a default user “admin” as the picture below:

(= BP Proliant NicroServer Nanagement Software — Nicrosoft Internet Explorer

@ ) | ] hetp://10. 141, 40, 188/ index, hinl v [#2||x L~

Ve 4R | @ WP ProLient WiersServer Management Software |

; ; Support Help About Log
@ HP ProLiant MicroServer Remote Access Card w:|c;:|e af,fi" (Asumli,.is::;{f,,

B HP Proliant MicroServer
Remote Access Card
Properties
= Configuration
Network

Network Security

S
o To configure a particular user. click the User D
Services
IPMI User ID State User Name User Role IPMI LAN Privilege
Se.rg-;mm 1 Disabled Mone None
Update 2 Enabled admin Administrator Administrator
Utilities ==
B faprmation 3 Disabled None Administrator
= Power 4 Disabled None None
Eonol 5 Disabled Mone None
2 TT:TEI 6 Disabled None None
e I Disabled None. None
System Event Log 5 Disabled None None
= E‘felnthE“EQE'“E“t 9 Disabled Mone Nene
Platform Events
Trap Settings 10 Disabled None None
T Ere 11 Disabled None. None
VKVM & vMedia 12 Disabled None None
13 Disabled MNaone Nene
14 Disabled None None
15 Disabled MNone: None
16 Disabled MNone None

Under DOS:

Get the user name:
lpmitool 20 18 46 2 (the value “2" is the User ID)
Set user password:

lpmitool 20 18 47 02 02 + password. (Password is ASCl value: 16 bytes)

C:n>ipmitool 268 18 46 2
28 1c 46 BB 61 64 6d 69 6 HH BB BB BH BA BO BB BB BB BB B8

C:N>ipmitool 28 18 47 2 2 61 B9 BH BHA 6O B8 B8 BA BB B0 BB BB PO BB BA BB

8 1c 47 BA

Under Linux shell:

Get the user name:

lpmitool raw Ox6 0x46 0x02. (the value “2” is the User ID)
Set user password:

lpmitool raw Ox6 0x47 0x02 0x02 + password (Password is ASCl value: 16 bytes)
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File Edit View Terminal Tabs Help

[root@localhost ~]# ipmitool raw xB6 Ox46 8x82  sc) 6164 6d 69 Ge” denotes “admin”

61 64 6d 69 6e 80 0O 0O 0O 80 0O 0O 00 00 68 6O

[root@localhost ~]# ipmitool raw 0x06 0x47 8x02 Ox2 0x61 0x0 Ox0 0x0 0x0 0x0 0x0 0x0 OxO Ox0 0x0 0x0 Ox0 0x0 Ox0 Ox0

[root@localhost ~]# l New password: a

About how to get ipmitool, please review “IPMI Messaging interface”.

Verifying that the BMC firmware is functioning

Open the front panel of the server chassis, and check the heartbeat LED (CR1, which location is near
the “Aspeed” chipset) on the Remote Access Card. Normally, it should blink with one second
interval. If not, the BMC firmware should work abnormally.

Under OS, you can send IPMI command (Get Self Test Result) to BMC to check the whether the
response values right or not. If not, BMC should work abnormally. Please refer to IPMI specification
2.0 to get detail info.

Under DOS:

lpmitool 20 18 4

\Nyipmitool 28 18 4
78 1c 84 B8 55 88

Under Linux (shell):
lpmitool raw Ox6 Ox4

Recovering from a BMC firmware crash

When BMC firmware crashes, and you fail to update BMC firmware via BMC WebUI. You can
attempt to update BMC firmware via PCIE method. (The update BMC firmware method via PCIE can
run without regard to BMC firmware ok or not). Please refer to “Update BMC Firmware under DOS
mode, Windows, Linux”

How to configure BMC

BMC supports various interfaces for configuration and operation. This guide discusses the following

Interfaces:

1. BIOS RBSU -> Advanced -> IPMI Configuration page can be used when the system environment
does not use DHCP, DNS, or WINS.

2. Browser-based setup can be used when you can connect to BMC on the network using a
browser. This method can also reconfigure a previously configured BMC.

3. SMASH CLP can be used when a command line is accessible through telnet, SSH.
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Troubleshooting BMC

Heartbeat LED Indicator

The Heartbeat LED (CR1, which location is near the “Aspeed” chipset) is used to indicate whether the

BMC work normally or not. When BMC firmware works normally, it should blink with one second

interval. Otherwise, the BMC firmware should be in ill.

When encounter this failure, you should remove the server power and reboot the server (unplug the
server power cable, and then plug it again) to let BMC reboot. If the heartbeat LED still works
abnormally after server power on, you can attempt to flash the latest BMC firmware via the method

“Update BMC Firmware under DOS mode, Windows, Linux".

System Event Log Entries

Event Log Display

Event Log explanation

EvtlogDisabled: Event Log sensor,
Log Area Reset/Cleared was
asserted

When clear SEL via Web Ul “clear log” or using
IPMI command.

Sys Pwr Monitor: Power Unit sensor,
Power Off / Power Down was
asserted

When power off the server.

Sys Pwr Monitor: Power Unit sensor,
Power Off / Power Down was
deasserted

When power on the server.

SYS_FAN: Fan sensor, failure event
was asserted

When fan unplugged or failed.

SYS_FAN: Fan sensor, failure event
was deasserted

When fan recovers working normally from a
failure or unplugged condition.

CPU_THEMAL: Temperature sensor,
warning event was asserted

When CPU temperature upper warning
threshold going high

CPU_THEMAL: Temperature sensor,
warning event was deasserted

When CPU temperature return lower warning

threshold

CPU_THEMAL: Temperature sensor,
failure event was asserted

When CPU temperature upper failure threshold
going high

NB_THERMAL: Temperature sensor,
warning event was asserted

When North Bridge temperature upper warning
threshold going high

NB_THERMAL: Temperature sensor,
warning event was deasserted

When North Bridge temperature return lower
warning threshold

NB_THERMAL: Temperature sensor,

When North Bridge temperature upper failure
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failure event was asserted

threshold going high

AMBIENT_THERMAL: Temperature
sensor, warning event was asserted

When ambient temperature upper warning
threshold going high

AMBIENT_THERMAL: Temperature
sensor, warning event was
deasserted

When ambient temperature return lower
warning threshold

AMBIENT_THERMAL: Temperature

sensor, failure event was asserted

When ambient temperature upper failure
threshold going high

SEL Rate: Other FRU sensor,
Woarning event was asserted

Non-critical for SEL rate: The SEL storage space
is 25% in remaining.

EvilogDisabled: Event Log sensor,
SEL Almost Full was asserted

Warning for SEL space: The SEL storage space
is 20% in remaining.

SEL Rate: Other FRU sensor, failure
event was asserted

Critical for SEL rate: The SEL storage space is
10% in remaining.

EvilogDisabled: Event Log sensor,
SEL Full was asserted

Out of space: Eventlog could not be recorded
because of a lack of storage space

System Software event: Memory
sensor

Uncorrectable ECC/other uncorrectable memory
error

JVM Support

When you want to use the function vKVM or vMedia, please make sure that JVM is installed on
your client. Please see this HP website for the download link.

login Issues

Use the following information when attempting to resolve login issues:

® Try the default login, which is located on the network settings tag.

® [f you forget your password, an administrator with the Administer User Accounts privilege can

reset it.

® | an administrator forgets his username or her password, the administrator can use the IPMI
command method to get username and reset password. Please review “How fo get username

and password when forgetting the BMC login user name and password"”.

®  Check for standard problems, such as:

* s the password complying with password restrictions? For example, are there case sensitive

characters in the password?

* s an unsupported browser being used?

Firewall Issues

BMC communicates through several configurable TCP/IP ports. If these ports are blocked, the
administrator must configure the firewall to allow for communications on these ports. See the

Administration section of the BMC user interface to view or change port configurations.
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Proxy server issues

If the Web browser software is configured to use a proxy server, it will not connect to the BMC IP
address. To resolve this issue, configure the browser not to use the proxy server for the IP address of
BMC. For example, in Internet Explorer, select Tools-> Internet Options-> Connections-> LAN Settings-
> Advanced, and then enter the BMC IP address or DNS name in the Exceptions field.
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Glossary

BMC Baseboard Management Controller
CLP Command Line Protocol

DNS Domain Name System

GUI Graphical user interface.

P Internet Protocol

[PMI Intelligent Platform Management Interface
KCS Keyboard Controller Style

KVM Keyboard, Video, and Mouse

LAN Local Area Network

LED Light-Emitting Diode

MAC Media Access Control

NVRAM Non Volatile Memory

PCIE PCI Express

POST Power On Self Test

RBSU ROM Based Setup Utility

SEL System Event Log

SMASH System Management Architecture for Server Hardware
SSH Secure Shell

SSL Secure Sockets Layer

SNMP Simple Network Management Protocol
TCP Transmission Control Protocol

usSB Universal Serial Bus

VLAN Virtual LAN Area Network

Web Ul BMC Web User Interface
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